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Short description

This tutorial proposes an introduction to the formal verification of neural networks, a
field that aims to provide mathematical guarantees on the behaviour of neural networks.
We will first motivates the need for such methods in the field of Al, followed by a
presentation on the theoretical aspects of verification and a practical session.

Tutorial description

As machine learning systems become increasingly integrated into our everyday lives,
ensuring their safety becomes even more crucial. Formal verification can provide guar-
antees in a provable way, making it a good candidate to assess whether a neural network
behaves as expected.

This tutorial will introduce the application of formal verification techniques to neural
networks [15]. It will first explore the reasons why formal methods are a crucial step to-
wards Al systems’ safety. Then, formal properties, such as robustness [5] and functional
properties, will be introduced on an industrial example (ACAS-XU [13]). An emphasis
on the different steps of the formal verification will be made: definition of the prop-
erty on a system, translation to a specification language, and its effective verification.
Verification techniques will be introduced, with a focus on abstract interpretation [14].
Then, state-of-the-art verification tools will be introduced, and the remaining part of
the tutorial will be a practical session with one of them: PyRAT [12]. This tutorial will
be concluded by open research questions regarding the efficient verification of properties
and their formalisation.



Tutorial outline

1. Introduction: Motivation for the formal verification of neural net-
works

(This part will be supported by slides and interactive poll)

This part aims to introduce the topic of formal verification of neural network. An
interactive session with a real life scenario of 10/15min will be held in order to give the
intuition to the attendees:

e Real life scenario: an Al system for collision avoidance is embedded in a plane.
The goal is to give them the intuition of safety and guarantees for critical system.

e (Questions:

— What could go wrong? (unexpected behaviour, perturbations...)
— What would make you trust the system? (guarantees)
— If time: Any ideas how to obtain those guarantees?

— Why testing is not efficient?

There will be a quick presentation of the ACAS-XU benchmark [13] (Aircraft Colli-
sion Avoidance System), that will serve as a running example throughout the tutorial.
This benchmark introduces properties regarding the expected behaviours of an aircraft
collision avoidance system [10].

We will discuss the different potential weaknesses of neural networks and briefly give the
intuition for the notions of safety. We will then motivate the need of formal methods to
provide guarantees on the behaviour of neural networks.

2. Theoretical overview

(This part will be supported by slides)

This part will start with a formalisation of the verification problem, using first-order
logic:

o introducing functional properties of ACAS-XU [10]

o introducing the local robustness property [5] (first with the intuition and then the
mathematical definition)

Then, a bit of theory behind formal methods will be given:
o foundational concepts: Rice theorem, the notions of sound and complete algorithms

o different type of verification approaches (SMT, MIP, Abstract Interpretation)



o the theory of Abstract Interpretation (focus of the tutorial):

— give the intuition for abstract interpretation, the technique of approximating
the behaviour of a system as a compromise between precision and scalability

— its application with neural network [17]

a simple example with interval arithmetic

introduction of a relational domain (zonotopes [16])

* exact for linear operations

* approximation for non-linear operations
3. Applications
(This part will be supported by a Jupyter notebook)

The application section will start with a step by step verification on a toy example and
will be followed by a quick explanation on the functioning of provers:

e how to represent the models and properties?
o what are the different domains?
o what is the state-of-the-art of abstract interpretation-based tools? [12,19]

A guided exercise will be given to the attendees to specify from scratch a specification
on different models (including ACAS-XU) and to verify it with PyRAT (state-of-the-art
abstract interpretation tool). In particular, the Jupyter notebook that will be provided
to the attendees will contains for each example:

e a detailed description of the use case
o guided questions for the attendee to be able to formulate a property on the model

o guided questions for the attendee to write the property in VNN-LIB [8], the stan-
dard input language for neural network properties

o guided questions to launch the verification of the property using PyRAT

Potential openings

(This part will be supported by slides)

A non-exhaustive list of subjects that could be given as opening:

o Architecture challenges: verifying more complex architecture (i.e. transformers,

RNNs)

e Using high level specification languages: avoiding writing pure VNN-LIB specifi-
cations (by using tools such as Vehicle [7] or CAISAR [1])



o Specification of more complex properties: fairness [4,11], confidence-based proper-
ties [3]..

By the end of the tutorial, the attendees should have:
e understood the basic concepts of formal verification of neural networks
o specified verification properties on neural network models

« verified these specifications by manipulating a dedicated prover

Targeted audience and expected knowledge

We will welcome people that are familiar with deep learning but with no specific training
in formal methods. We expect attendees to be familiar with:

e Python basics

e NumPy and PyTorch

Objectives of this tutorial

This tutorial might interest people working in the Al field, notably because of its crucial
importance for the integration of Al component in critical systems. In particular, this
tutorial fits within the following objectives:

o Motiver et expliquer un sujet d’importance émergente pour I'IA.

o Introduire des experts (ou du moins des personnes familieres avec I'TA) non spé-
cialistes dans un sous-domaine de I'TA.
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